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1

Introduction

For the energy sector already well advanced with the smart grid and the related decentralized
paradigm, 5G comes at just the right juncture to enable its future evolution to meet the emerging
challenges of smarter cities, communities and citizens.
Some benefits include the rapid detection and response to spikes in demand caused for example,
by mass charging of electric vehicles (EVs), and the provision of more dynamic energy pricing
based on real-time demand.
To exploit the full potential of the 5G telco infrastructure the new smart grid has to adopt an NFV
infrastructure framework capable not only to support network virtualization but also softwarization
of the main systems and devices located in it.
At this purpose NRG-5 is developing a new approach to handle VNFs. This approach is providing
to be an effective framework to deploy VNFs that are utility centric. One the main challenges for
deploying NS built on top of a list of VNFs is to describe and detail an application logic capable to
instantiate and manage the single virtualized energy asset for the provision of services to the
energy utilities. This application logic will be driven by both utility and telco requirements.
This deliverable is written with the aim to detail the single energy VNFs and the logic that allow us
to instantiate NS composed of different VNFs to fulfill the user requirements providing techniques
to intelligent deploy and place processing power nearby end users i.e. extended mobile edge
computing. In this vein, we devise in this document the concept of X as a Service (XaaS), wherein
on-demand creation and orchestration of 5G energy tailored services are specified and enabled
exploiting the benefits of both cloud computing and NFV.

1.1 Purpose of the Document
This deliverable builds on earlier and on-going NRG-5 work aimed at delivering the application
logic framework. The Key parts of this document are the energy and drone related VNFs and the
related services built with them.
This deliverable provides increasingly more detailed descriptions on how the energy NRG-5 VNFs
is modelled.
It provides the current details of 6 device handling VNFs:
•
•
•

•

vESR (virtual Electric Substation and Rerouting) will incorporate logic to control the
power flow in a Substation
vRES (virtualized Renewables Energy Resource) is responsible for abstracting the
monitoring and control operations of RES.
vDES (Virtual Distributed Energy Storage) allowing aggregated per-geographical area
information about the storage capacity and able to handle requests for increasing the
stored energy
VPMU (virtual Phasor Measurement unit) allowing to handle and manage real pmu
values to assess the microgrid health

© The NRG-5 consortium partners, 2017-2018
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•
•

VMPA (virtual Media Processing Analyzer), VNF capable to process a video to detect
and classify anomalies, by image processing.
VDFC (virtual Drone Flight Control) is a VNF capable of controlling the drone flight

It also provides current details for the application logic developed and based on top of the VNFs
and an introduction to the elastic chaining of services that will be further developed in D3.3.

1.2 Structure of the Document
The document is structured as follows:
In Section 2, introduces key aspects of application logic framework and his position respect to the
orchestrator framework for VNFs and also describes the interaction with xMEC.
Next, Section 3 and 4 provide an in depth description of the utility VNFs to be developed in WP3.
It refers both to drones and energy related VNFs. More specifically it considers models of the
aforesaid VNFs and details the interoperability and operation functionalities describing also the
used protocols.
Section 5 presents the methodology and the functionalities requested to develop an application
logic framework capable to manage the different services composed of single VNFs and to
illustrate the main functionalities of the NRG5 XaaS:
•
•
•

Predictive Maintenance as a service
Dispatchable Demand Response as a service
AMI as a service

Section 6 provide an initial description of placing, relocation and sizing of VNFs to fulfill the utility
different requirements

© The NRG-5 consortium partners, 2017-2018
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2 Application logic and VNFs
The aim of this paper is to describe how the use NFV infrastructure can be used to softwarize the
main systems and devices located in the NAN area of smart grid and that are under the utility
service provider, which are now realized by separate hardware devices.
VNFs are able to provide several benefits compared to physically realized systems. First, because
they essentially are virtualized, networked software applications, they can be dynamically created,
configured as well as migrated, depending on the current usage scenario.
Second, VNFs can easily be replicated (e.g. by copying the virtual machines realizing a VNF onto
a backup infrastructure) to increase the dependability of a smart metering environment by
providing software-sided redundancy.
The services that are enabled by the application logic are divided by DDRaaS, PMaaS and
AMIaaS are composed of different VNFs and virtual interfaces of physical devices. As reported in
[1] and [2] we can state that a service in the 5G context is a piece of software that performs one or
more functions, provides one or more APIs to applications or other services of the same or
different planes to make usage of those functions, and returns one or more results. Services can
be combined with other services, or called in a serialized manner to create a new service. An
application in the 5G context is a piece of software that utilizes the underlying services to perform a
function. The main scope of the application logic is to define how to interfaces each of these VNFs
to provide the needed service upon utility request as depicted in Figure 1.
The NRG5 application logic is the layer on top of the VNFs and can use massively also the xMEC
enabled by the 5G infrastructure that make possible low-latency processing and the reduction of
the backbone traffic.
Following in fact the approach adopted by NRG5 the computational resources are placed in close
physical proximity to users (e.g., at edge networks; in particular, at edge routers and access points)
and are distributed in multiple areas under the form of VNF that communicate among them and
with the application logic layer.
The main scope of this chapter is therefore to clearly define the application logic functionalities also
respect to the xMEC. Given a service, the application logic maps the user’s requirements in the
VNF components. It also interacts with the catalogue through APIs and in combination with the
MANO framework that orchestrates a d deploys the service deciding which part must be executed
at the application centre, while the most computationally intensive functionalities can be offloaded
to the xMEC close to the evolved Node B (eNB)
The NRG5 application logic will integrate functionalities to enable the three main services needed
for the real deployment in the pilot sites.
In Figure 1 we demonstrate an example of service issued by the application logic. As shown in the
figure, when one function is requested from the application logic the MANO framework orchestrator
recognizes how to map this function to the ICT and utility requirements. The orchestrator
schedules this service fine tuning the latency or other indicators and determines the service
function chaining. After the orchestrator completes the scheduling, the subscriber’s request is
forwarded to the first edge cloud instance and the first function is executed.
© The NRG-5 consortium partners, 2017-2018
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•
•
•

•

One functionality is requested by application logic owner
The application logic collects from the catalogue the VNFs to put in place the functionality
The network infrastructure (orchestrator, vMME) deploys the VNF in the XMEC or not
depending on the pre-set requirements and through function chaining fulfils the 5G
requirements.
The network infrastructure forwards to the different instances and executes the function.

Figure 1 : Application logic

© The NRG-5 consortium partners, 2017-2018
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3 Drone VNF
In this section will be described the functionalities of the different VNFs tailored to manage media
processing and calculation of trajectory for the drone.

3.1 vMPA
3.1.1 vMPA Description
The vMPA (virtual Media Processing Analyzer) is a VNF capable to process a video to detect and
classify anomalies, by image processing. It consistsofa real-time image processor and a web
service that provides a web interface to interact with the image processor. The vMPA is capable of
processing whether a streaming video or a video file.
In a normal operation, the vMPA receives the drone video in real-time by streaming and process it.
It can detect extremely hot zones, field changes, vehicles and people, according to the operator
needs (ENGIE). Each time the image processor detects anything, it raises an alert that may be
taken into account by the vDFC (virtual Drone Flight Control) to modify the drone flight plan. The
processed video is available to be seen through the web interface and also saved for review
purposes.
The web interface is divided into two main sections. Live processed video and archived videos,
taken from a library. The user or operator may have access to the videos after a successful
authentication. The alerts raised from the image processor are shown simultaneously with the
video so the operator can validate the detection.
The state of the art on the change detection field is the following. Convolutional Neural Networks
(CNNs) is type of neural networks whichstate-of-the-art is the implementation of deep learning in
image processing. Using aerial imagery of pre-disaster and post-disaster situations to train and test
the CNNs in order to identify the most affected zones is an approach explained in detail in [3]
another state-of-the-art implementation [4], uses SAR images to detect the changes produced. As
well as [3], this system applies two CNNs in parallel, one for the pre-disaster image and the other
for the post-disaster image.
Both network models apply a grid to split the image in lower resolution patches in order to obtain a
more precise classification of each zone of the disaster images. These little zones are the input
data of the neural network and are labelled as changed or unchanged with the purpose of mapping
the disaster images. Beside these implementations, in [5] a texture change detection system is
added to the employment of CNNs. In this approach, image pre-processing is the main difference
from the other methods. Together with [4], this system makes use of binary images, which have
been pre-processed to reduce the information to analyse. Subsequently, these images are
evaluated by a CNN, whose output is the result binary image. It’s remarkable that the use of
Convolutional Neural Network is a highly extended approach in these cases, and a great amount of
information can be found. These methods have been selected due to its high precision on the
detection task.
Regarding building detection, this type of neural networks has been implemented in an effective
approach described in [6]. This method labels the buildings included in satellite images. Although is
© The NRG-5 consortium partners, 2017-2018
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a good system, it is sensitive to colour contrasts as well as light changes. Together with [6] the
method detailed in [7], uses CNNs to label the zones with buildings. For land cover classification,
different deep learning methods have been found. In [8], the pre-trained model Inception v3 have
been fine-tuned with geo-tagged images in order to classify different types of environments based
on image features. In [9], a land segmentation system performance is compared using different
algorithms such as the state-of-the-art methods RF an ENN, along with MLP and CNNs. Again, the
CNNs outperform the other algorithms, remarking this type efficiency. Another segmentation
implementation is explained in [10]. This system split the different element in urban environment
such as trees, roads and pedestrians, with excellent results.
Regarding soil movement, two different state-of-the-art algorithms, Support Vector Machines
(SVM) and Extreme Learning Machines (ELM) are compared in [11] in order to measure their
performance in soil movement analysis on aerial images. The main conclusion of the study is that
ELM is quite faster than the SVM algorithm with similar precision: 88-90 % of accuracy. Another
novel method related to land modifications is detailed in [12]. This implementation employs a
Restricted Boltzmann Machines, a network which has been applied to different purposes, such as
classification and feature learning. In this system, heterogeneous images (SAR and Optical) are
compared in the neural network. Different scenarios are analysed in this study, such as the Yellow
River, land extensions in Shuguang and Ottawa. This method is compared with another relevant
approach based on deep learning, such as [13] and [14]. These methods are outperformed in time
cost and precision by this novel method.
YOLO (You Only Look Once) [15] algorithm is a state of the art method for object detection in
deep learning. Yolo divides the input image into a grid of a pre-defined size. For each image, a
number of bounding boxes is predicted, with a certain confidence which reflects the accuracy of
the box. In addition to that, the algorithm predicts the class of each bounding box. Finally, a vector
of with bounding box anchors and class is the final output of the algorithm.
The architecture of the original Yolo network is described in the subsequent Figure 2 [15]:

Figure 2 : Yolo network

As appreciated in the previous figure, convolutional neural networks are the base of these deep
neural networks. In the third version of this algorithm, the layers have changed lightly, in order to
make it more precise with a slightly increase of time processing.
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In the succeeding Table 1, the structures that conforms YoloV3 are listed [16]:

Table 1: YoloV3

This method emerges as an alternative of sliding window algorithms, due to the fact that regionproposal based and regression-based methods such as Yolo, SSD and RCNN reducing
computational costs while increasing the accuracy of predictions. This type of algorithms includes
Convolutional Neural Networks, a neural network layers structure which represents the state of the
art implementations in image processing with deep learning. Along with the implementation of
convolutional networks, these algorithms introduce the approach of object detection as a
regression problem [17] [18].
In this project we are analyzing the performance of YoloV3 in aerial images for vehicle detection,
comparing its results with another state-of-the-art algorithm mentioned, such as Single Shot
Detectors (SSD mentioned above) and Recurrent Convolutional Neural Networks (RCNN).
Similarly, to Yolo, Single Shot Detectors achieve a good balance between accuracy and time
processing. As a difference, a 3x3 pixel convolutional kernel go through the input image, extracting
the different features from it in order to predict the bounding boxes and class properly. As well as
Yolo, SSD employs anchor boxes with different ratios to determine the correct boxes.
We compared Yolo with RCNN, more precisely with Faster R-CNNs. This type of recurrent neural
networks introduced the idea of anchor boxes. This anchors are adaptive to the different sizes of
the input images, which permits to employ different aspect ratios for training and testing the
images. The accuracy of this type of networks is remarkable, although its processing speed is
higher than the other algorithms due to the fact that this algorithm prioritizes accuracy over speed
[18].
In order to compare the different algorithms, we have employed the VEDAI [19]; dataset. This
collection of images provides multiple orientation pictures as well as different spectral bands a
resolution from the same images, reducing the possibility of over-fitting the neural network and
giving an excellent base for training the detection algorithms.
© The NRG-5 consortium partners, 2017-2018
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The algorithms compared are: YoloV3, SSD Mobilenet v2 [20], Faster RCNN Inception [21] and
Faster RCNN Resnet. Despite of the difference between the algorithms, the purpose of this project
is to measure the precision, regarding the mAP score of the different algorithms after the training
phase on the VEDAI dataset. The mAP score is one the most useful statistic parameter to measure
deep learning models performance regarding object detection. It is based on the average precision
(AP) and the Intersection over Union (IoU) results of the model testing phase.
The average precision concept regards the recall and precision of the neural network model.
Recall is the false negative ratio of the algorithm based on its test performance. The precision
parameter represents the false positive rate in the similar dataset. Finally, the average precision is
defined as the mean precision of the equally spaced recall values:

The second concept in which mAP score is based is intersection over union. This definition
represents the ratio of overlapping from the ground-truth bounding boxes of the dataset and the
predictions of the model. In order to get the most significant performance, the mAP consists in the
arithmetical mean of every AP score of each class over every IoU thresholds. Using this parameter
as the main measuring tool of our algorithm performance, the following graphs represent the
accuracy of the different algorithms in the VEDAI:

100
90
80
70
60

Yolov3

50

SSD Mobilenet
Faster RCNN Inception

40

Faster RCNN Resnet

30
20
10
0
Algorithm comparation
Figure 3 : Comparative between algorithms
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This comparative reflects the superior performance of Yolo to a similar algorithm as the SSD
Mobilenet and the proximity of its score to the most precise algorithms such as the Resnet
implementation. The significant difference of performance between the Inception and ResNet
networks regards in the datasets employed to pre-train the network. While the Inception algorithm
uses the COCO dataset, the Resnet implementation uses the Kitti dataset [22], which have been
though for autonomous vehicle applications. The difference of performance indicates the
importance of the dataset in the pre-training process for fine-tuning studies and applications such
as this project. The future lines of work would include the analysis in different datasets of aerial
images, in order to illustrate the potential of a general implementation of this algorithm without a
fine-tuning process for specific applications such as drone surveillance. In addition to that, the work
of this project could be extending the analysis to different types of classes in order to determine the
performance of this algorithm in a more complex context.

3.1.2 vMPA Interoperability
The vMPA raises an alert every time hot spots, field changes, vehicles or people are detected.
These alerts are taken by the vDFC to change the flight plan and automatically send the drone
over the GPS coordinate where the detection was so the drone can take a more detailed view.
The vMPA gets from the vDFC the IP of the drone, so it can listen to the streaming video and the
timestamp of the drone take off and land so the VNF can change from standby to working state
and pass to standby again.
The MANO is in charge of knowing the IP of the vMPA and vDFC so they can interact with each
other.

3.1.3 vMPA Operation
The vMPA is deployed as a VNF. Internally, a video image processor and a web service are
deployed. It keeps listening in standby for a job to do: serve the website to start the interactions
with a human, process a video that comes from the drone, show the live processed video or show
an archived video.
In case an anomaly is detected, the image processor raises an alarm. This alarm is shown on the
website by a notification while the video is being watched. Simultaneously, the vMPA send the alert
to the vDFC so that the vDFC can change the flight plan to the drone to get a more detailed view
over the alert GPS coordinates.
The processed videos are also automatically archived to let the operator review them in necessary
case.

3.2 vDFC
3.2.1 vDFC Description
The vDFC (virtual Drone Flight Control) is a VNF capable of controlling the drone flight. Itlooks for
the drones connected to the network and lists them so the drone operator can take control of a
particular one. The vDFC consists of a drone control itself and a web service that provides a web
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interface to interact with the drone control. The webservice also shows the principalparameters of
the telemetry of the drone.
In a normal operation, the drone driver authenticates as an admin through the website and takes
full control of the drone. A normal user may also connect to the same website in order to read the
drone telemetry, but not to take control of the drone.

3.2.2 vDFC Interoperability
The vDFC send a signal to the vMPA when the drone takes off or lands, so the vMPA knows when
being active or standby. From the vMPA also receives alerts when something is detected to
change the flight plan.

3.2.3 vDFC Operation
The vDFC is deployed as a VNF. Internally, a drone controller and a web service are deployed. It
keeps listening in standby for a user to log in.

Figure 4 : vDFC login screen

There are two roles for user:
•
•

admin, who can drive the drone.
user, who can only see the telemetry of the drone.
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Figure 5 : user web interface of the vDFC

Figure 6 : admin web interface of the vDFC

The admin interface allows to authorise or deny a drone from a list and take control of the drone
authorised one. By selecting the drone and connecting to it, a control application is opened on the
computer of the operator with a dynamic configuration injected by the VNF. This application
automatically allows to connect to the drone and start commanding it. This allows to predefine a
flight path and start flying, sending the drone to a point on the map or take manual control of the
drone. When the drone takes off, the vDFC send a signal to the vMPA to let it know that the video
streaming starts.
When flying a predefined flight path, if a vMPA alert is raised, the vDFC changes automatically the
flight plan and drive automatically the drone towards the GPS coordinate where the alert is
detected. Then, the drone flight in circles to take more detailed images of the automatic detection,
so the operator has a more detailed view and can validate the detection. When the circle is
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completed, the vDFC switchs the drone flight to continue the flight path where it left it. When the
drone lands, the vDFC send a signal to the vDFC to inform that the flight has finished.
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4 Energy VNF
4.1 vDES
4.1.1 vDES Description
Virtual Distributed Energy Storage is a virtual network function who belongs to the group “Smart
Energy Specific VNFs” [23]. It is responsible for
•
•

Giving aggregated per-geographical area information about the storage capacity and the
stored energy;
Receiving requests for increasing the stored energy in a certain area and trigger the
recharging process for the involved storage points;

vDES keeps a dedicated database with the data acquired from the single Energy Storage Points
(ESPs) so that it is able to perform specific queries to generate the replies to that application which
asks for aggregated data. In the same time, vDES has access to the “raw” information to keep
monitoring the stored energy and the capacity distribution. Then it is able to control single storage
points and optimize the energy distribution on demand.

4.1.2 vDES Interoperability
With reference to Figure 7, vDES relays on the services provided by the Low-Layer Networking
VNFs [24]. In particular, it invokes vMME when it needs to retrieve the list of ESPs in the xMEC
area, and it queries vMCM for the device data.
vDES will then expose a northbound API to be able to interface with the overlying applications
providing a RESTFUL interface which will allow to:
•
•
•

Ask for energy storage information in a particular area described by GPS coordinates.
Set the time resolution of the data retrieved from the devices.
Send commands to increase the energy stored in a particular geographical area or to make
the stored energy available to the grid.

4.1.3 vDES Operation
illustrate the basic operation performed by vDES. They’re summarized in the following table
•
•
•
•
•

ESPs discovery;
ESPs data retrieval;
Data storage;
ESPs Data Aggregation;
ESPs management;

Type of operation

Description
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ESPs discovery

vDES asks vMME for the list of devices in the area of
competence of the xMEC

Every day

ESPs data retrieval

vDES requests to vMCM for single ESP’s data

Variable, depending on
the
application
requirements.

Data storage

Data records are pushed in a dedicated database on
the cloud

According to the data
retrieval timeframe

ESPs Data Aggregation

vDES provides replies to requests
geographical area energy storage data

per-

On-demand

ESPs management

vDES provides smart management of the ESPs
regarding the recharging operation to match the ondemand increment or decrement of per-area stored
energy

On-demand

for

Table 2. Summary of vDES Operations

Figure 7 : vDES

4.1.3.1 ESPs discovery
To know which devices are under its management, vDES asks to vMME for the list of the ESPs in
the xMEC area.
vMME is expected to give a list of devices including:
•
•

Device Unique ID
Device Location (GPS coordinates)

vDES will then keep an internal catalogue of the managed devices.
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4.1.3.2 ESPs data retrieval
We suppose that, as it is stated in the section 4.3 of D2.1 [24], each ESPs will periodically send its
data to its virtual twin.
In particular, an ESP will send a json file specifying the following fields:
•
•
•
•
•

Device ID
Timestamp
Total capacity (kWh)
Stored energy (kWh)
Other properties

{
"device_id": "RX78001
"timestamp":1532008702
"total_capacity": 2000000
"stored_energy": 1745662
"properties": {}

}

According to the list of ESPs in the catalogue and based on the timeframe expressed by the
requesting applications, vDES will poll vMCM for ESPs data.
4.1.3.3 Data storage
vDES keeps a central database in the cloud, where it will store and keep up to date the energy
storage information from ESPs. Then it becomes easier to
4.1.3.4 ESPs Data Aggregation
The main purpose of vDES is to perform data aggregation in order to provide high level information
about the stored energy and the available capacity per geographical area. vDES then querys the
database extracting the ESP information matching the requested criteria, and gives back to the
application aggregated values representing the areas storage capacity and available energy.
4.1.3.5 ESPs management
In the southbound interface, vDES requires the devices to support apposite drivers which could
receive control messages from vDES, namely:
•
•
•
•
•
•

CONNECT_MANAGEMENT_UNIT: the device shall acknowledge the presence of a
management unit and provide capabilities;
GET_CHARGING_STAUTS: the ESP shall be able to give information about the status (if it
is charging or not)
START_CHARGING: the device should be able to start charging after the order of vDES;
STOP_CHARGING: the device should be able to start charging after the order of vDES;
JOIN_GRID: the device should be able to connect to the grid to deliver energy after vDES
order;
LEAVE_GRID: the device should be able to disconnect from the grid after vDES order;
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4.2 vPMU
4.2.1 vPMU Description
vPMU is a service at the cloud level which considers the PMU data in a microgrid and makes
special processing activities to assess the microgrid health.

Figure 8 : NORM’s Low Cost PMU interaction with the vPMU cloud service

The figure introduces the prosumer entity which is monitored by NORM devices and their Low-Cost
PMU (LC-PMU) in each point of common coupling (PCC).
The real low cost PMU is a device that has been developed in the contest of SUCCESS project
[25] [26] and is detailed in literature [27] [28]
Data is sent on regular time basis from each NORM to the cloud based vPMU service, where PMU
data is processed. Algorithms will be developed later, however, the main outputs of the vPMU will
be related to assisting the microgrid functionality in the situation of having massive or complete
inverter based connection of the distributed generation, with practically no classic mechanical
inertial and weak or missing classic means of controlling the active power equilibrium inside the
microgrid.
In this situation, the vPMU service becomes a supportive mechanism for the microgrid real-time
balance, based on non-intrusive, non-confidential data which can be obtained from the LC-PMUs.

4.2.2 vPMU Interoperability
Interoperability is highly important for future smart grid applications.
The traditional PMUs have specific standards:
-

C37.118.1-2011 - IEEE Standard for Synchrophasor Measurements for Power Systems,
C37.118.2-2011 - IEEE Standard for Synchrophasor Data Transfer for Power Systems)
C37.118.1a-2014 - IEEE Standard for Synchrophasor Measurements for Power Systems -Amendment 1: Modification of Selected Performance Requirements
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-

C37.242-2013 - IEEE Guide for Synchronization, Calibration, Testing, and Installation of
Phasor Measurement Units (PMUs) for Power System Protection and Control

In our scope applies specifically the Standard for Synchrophasor Data Transfer for Power
Systems, which is C37.118.2.
As the project is pursuing the new Low Cost PMU solution, and as the NORM Smart Meter
Gateway (NORM-SMG) includes a complex software package which can exchange data with
external actors based on Role Based Access Control (RBAC), the PMU data acquisition is based
in the NRG5 project on MQTT messaging using a specific topic related to PMU data. Figure xx1
shows that the vPMU located in the cloud receives such data from each NORM.
The data is structured in a JSON message based on NRG5 data model for PMU, as described in
the example below:
{
"device_id": "RX78001
"timestamp": 1532008702
"Voltages": [230.1, 231.7, 229.7],
"Voltage_angles": [0.1, 120.3, 239.8],
"f": [50.014, 50.012, 50.015],
"rocof": [0.12, 0.23, 0.21],
"Detla_T": “1000”
"Synchronisation": “YES”
}
This data model ensures full interoperability between the NORM devices and the cloud based
vPMU service.
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4.2.3 vPMU Operation
vPMU

operation

is

described

as

principle

in

the

xx

below

Figure 9 : Timeline for Low Cost PMU and vPMU real-time processing of data

The operation is based on equal ΔT periods, which are equal to 1000 ms. for the Low Cost PMU,
as PMU is providing new data each 1 second in the existing implementation. Lower timeframes,
such as 500 ms or 100 ms may be considered in the future, based on higher reporting rate of the
PMUs.
In each such period, NORM starts by preparing the data obtained by the PMU in the previous
period (T0), sends the MQTT message (during T1), then after a stochastic latency T3 (which will
be small if 5G technology will be used), vPMU receives all data and starts processing it, getting
vPMU results after a T3 period. The real-time requirements ask that always it remains a spare time
T4, which is a “time buffer” for any of the previous periods of time (T0 to T3).
During ΔT(i), new acquisition and calculations are made in NORM’s LC-PMU, which will be sent in
a similar way during next ΔT(i+1) period.
The basic output of vPMU will be a coherence / consistency analysis of the received PMU data
(voltage phases, voltage values, frequencies and rocof) received from all NORMS in a given
microgrid.
The results will base a feedback information to the NORM device, for changing eventually some
prosumer’s resources parameters such that there is still an acceptable microgrid stability.

4.3 vRES
4.3.1 vRES Description
The proliferation of the Renewable Energy Sources (RES) installations worldwide and the
associated increase in the penetration of relevant energy flows in the energy mix have tremendous
effects in the energy grids manageability and the quality of the electricity offered to the end users;
the intermittent nature of the energy production of RES may lead to significant energy unbalances
at local and global smart grid levels, consequently threatening the very continuous operation of the
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smart grid. With the various protocols exposed by the RES controllers and the incompatibility
between energy monitoring and SCADA protocols (see [24]), the holistic management of RES sites
is of ultimate importance when it comes to stabilizing the smart grids.
The virtualized RES (vRES) VNF of NRG-5 is responsible for abstracting the monitoring and
control operations of RES, particularly focusing on NORM-controlled RES installations (see [24]
for details and discussion). The vRES makes available the energy production and flexibility that
photovoltaic (PV) cells, PV parks or wind farms may offer. In this sense, the vRES in combination
with vDES will enable both the self-consumption scenario and in a broader way the DDRaaS and
AMIaaS (see section 5). From a practical point of view, the main output of each vRES service will
be the simulated or calculated flexibility made available for on time energy management.

4.3.2 vRES Interoperability
In order to achieve its operation, vRES will rely upon several NRG-5 low-level VNFs as described
[24], as well as on a set of external services. Focusing on component reusability and protocols
diversity minimization, vRES will closely interconnect with:
•
•
•
•
•

vMCM in order to get the latest/real time measurements available for a particular set of
NORMs;
vMME in order to query over the presence of a set of a set of NORM-powered RES
installations in a given area;
vAAA/vBCP in order to verify the VNF identity to the above VNFs against the NRG-5 core
security/AAA infrastructure;
vESR in order to enable control of particular infrastructure when in the area of responsibility
of a substation;
Weather forecast services so that the near future energy production of a particular RES
installation may be estimated.

On top of integrating with the above VNFs and services, vRES will be integrated at application
level with both the AMIaaS and DDRaaS use cases, offering on demand or in real time information
related to the energy production and available flexibility of RES sites.

4.3.3 vRES Operation
As already hinted, vRES is a RESTful web service aggregating monitoring information and control
actions over sets of NORM-enabled RES sites, irrespectively of their size or type. The following
table summarizes the core operations orchestrated by vRES.
Type of operation

Description

Timeframe

RES elements discovery

By means of coordinating with vMME and vMCM, the vRES
VNF will enable self-awareness at the level of available RES
sites in proximity of the xMEC hosting vRES.

Real-time

RES monitoring

In coordination with vMCM, vRES will be able to quickly provide
the latest monitoring values for particular RES sites. These
monitoring values may be either related to the energy
production of the RES site, or the flexibility available for use in
ancillary services contexts (towards urgently contributing to
smart grid stabilization).

Real-time
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RES control

In coordination with vMCM and possibly vESR, vRES will be
able to quickly provide control options for particular RES sites.
These control options will pertain to allowing the on-demand
attachment/detachment of RES equipment to/from the smart
grid.

Real-time

RES
monitoring
aggregation

In coordination with vMCM and vMME, vRES will be able to
quickly provide the latest aggregated monitoring values for an
arbitrary (e.g. area based) selection of RES sites. These
monitoring values may be either related to the energy
production of the RES site, or the flexibility available for use in
ancillary services contexts (towards urgently contributing to
smart grid stabilization).

Near
time

real-

RES control aggregation

In coordination with vMCM, vMME and possibly vESR, vRES
will be able to quickly provide control options for an arbitrary
(e.g. area based) selection of RES sites. These control options
will pertain to allowing the on-demand attachment/detachment
of RES equipment to/from the smart grid.

Near
time

real-

RES forecasting

By means of integrating external services related to local
weather conditions forecasting, the vRES will be able to
generate forecasts on the near-future generation/flexibility
availability of RES sites

Near
time

real-

Table 3: Core operations of vRES.

As per [23], the high-level architecture of vRES is be as in Figure 10.

PV
5G- NORM

5G Link

xMEC
vMCM

vRES

vMME

PV
vESR

vAAA

vBCP

5G-NORM

Figure 10: Positioning of vRES in the xMEC.

A more detailed overview of the vRES internal architecture is depicted in Figure 11
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XaaS
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vMME
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vAAA
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Figure 11: vRES internal architecture.

As can be deduced, the vRES interfaces with the various vESR, vMCM, vMME and vAAA/vBCP
through a set of dedicated VNF agents. The relevant data flows are tabulated below.
Agent
vMCM

vMME
vESR
vAAA
External
Service

Description
Data Flows
Used for acquiring the latest measurements related
to the current production of the RES element and the • [IN] Current Production
available flexibility that can be provided to the
• [IN] Available Flexibility
network. Through this agent, the control of a certain
• [OUT] Control commands
5G-NORM would be possible via its digital twin.
Used for acquiring the list of RES elements known to
• [IN] Location of known RES
the particular xMEC and their respective
elements
geographical positions
Used to control the RES elements in aggregate (RES
• [OUT] Control commands
sites) through a substation, if applicable
Interfaces with vAAA so that authenticated and
• [OUT] Authorization requests
authorized requests can be issued against other
• [OUT] Identity validation requests
VNFs.
Interfaces with external web services that may offer
• [IN] Weather predictions
useful information for the RES cases, such as the
• [IN] Other data
weather forecast.
Table 4: vRES agents for cooperating VNFs.

The information stemming from the vMCM and the vMME are stored in an in-memory cache
database. This cache is managed by a Cache Manager whose role is to organize the cache
contents so that they are available for quick retrieval. It is worth stretching that in the case the
services offered by the various VNFs are available on demand (e.g. they expose a RESTful web
service), an Agent Scheduler will be employed in order to ensure that data fetching processes are
consistent and data flow into the VNF without significant delay. In the case of VNFs exposing
dynamic, real-time notifications (e.g. via publish-subscribe interfaces), the agent scheduler would
be inactive.
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Maintaining in-memory an always up-to-date map of the available infrastructure, the cache
manager performs on demand fast aggregations on the current energy production and the
available flexibility that could be potentially provided to the DSOs when needed for smart grid
stabilization purposes. Furthermore, based on the weather forecast information gathered by the
external web services, the cache manager will be able to generate forecasts at the background
making the results readily available for other VNFs or services.
The various operations conducted by the vRES are exposed in the form of RESTful web services
via a northbound interface (NBI) documented in the next paragraph. In the NRG-5 context, these
RESTful web services are mostly intended to be consumed by the various XaaS use cases,
however in global context, it could be other VNFs or services consuming them.

4.4 vESR
4.4.1 vESR Description
The virtual Electric Substation and Rerouting (vESR) VNF will incorporate logic to control the
power flow in a Substation, whereas the Substation is defined in two different ways. Either as a
real substation connecting different grid segments together, including switches or breakers,
capable of changing the power flow by changing the position of switches. The second definition is
a purely virtual, where the virtual substation is capable of controlling loads and power sources,
namely vRES and vDES and gets power flow information from one or multiple vPMUs. Based on
that information and control capability the vESR can then optimize the power flow in a simple way,
by changing the set points of the connected vDES and vRES.

4.4.2 vESR Interoperability
In order to communicate with real hardware like electric vehicles or a solar plant, communication
with other VNFs is necessary. This includes the following VNFs with the stated requirements and
connections as depicted in Figure 12: vESR Interfaces.
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Figure 12: vESR Interfaces

vRES
The communication interface should be able to read the latest output power readings and
eventually forecasted values, to enable the vESR of planning future control commands.
The interface should be able to accept new output power set points, to enable the vESR to control
the power flow in the grid segment.
vDES
The communication interface should be able to provide the vESR with the latest power source/sink
readings and eventually forecasted values for needed power, to enable the vESR of planning
future control commands.
The interface should be able to accept new output power set points, to enable the vESR to control
the power flow in the grid segment.
vPMU
The communication interface should be able to read the latest phasor readings and also
information about the overall grid segment status, for example, a fault location, to enable the vESR
to react on grid segment faults, but also optimize the power flow in the controlled grid segment.
Real Time Simulator
In order to test the vESR, a grid segment will be simulated in a Real Time Simulator. The simulator
should be able to receive Control commands and send the status of simulation elements like
breakers.
Application Logic
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In order to communicate to XaaS an interface to the application logic is needed. The interface
should be able to send information about the objective the vESR has to follow and receive
information about the results.

4.4.3 vESR Operation
The operation mode can be split into two basic operation modes. The first mode is substation
control. The second operation mode is grid segment power flow optimization. The operation modes
may run simultaneously.
Substation control
In substation control mode the vESR receives information about the current grid segment status or
control commands from the vPMU or application logic and can then act accordingly. An example
input could be a detected fault that needs to be isolated.
Power flow control
In power flow control mode, the vESR receives control objective from the application logic and the
current status and flexibilities from vRES, vDES and vPMU. Based on that the vESR will control
the power flow by controlling charging/discharging of vDES and generation control of vRES.

Real time simulator interfaces
For grid segment simulations a RTDS real time simulator will be used. The real time simulator can
be connected in the analogue or digital domain.
To connect the vESR to a simulated grid segment a real time simulator UDP socket based
communication is necessary. The protocol sends raw data encapsulated in unencrypted UDP
packets. Each value will be 4 bytes long. Up to 300 values can be sent in one UDP packet as
depicted in Figure 13. The number of values interchanged between the real time simulator and the
vESR depend on the parameters in the simulation. Each of 4-byte value can either be a 32 bit
integer or a 32-bit float number. The communication will be implemented bidirectional directly
between RTDS and the vESR. Since RTDS is not capable of encryption or authentication, the
packets will be routed directly from RTDS to the vESR and vice versa.

UDP Frame
Value 1
4 Byte

Value 2
4 Byte

Value 298 Value 299 Value 300
4 Byte
4 Byte
4 Byte

Figure 13: Real Time Simulator UDP Frame

To connect real hardware like a PMU or other data acquisition units the analogue inputs and
outputs of RTDS can be used. The allowed analogue signal range is ±10 V with a maximum
frequency of 6 kHz.
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5 Application logic
5.1 AMIaaS
The core objective of the Advanced Metering Infrastructure (AMI) as a Service (AMIaaS) use case
as documented in D1.1 [25] (effectively reflecting the implementation of use case 1) is twofold,
primarily aiming at:
1. offering a real-time overview of the aggregate smart grid status with a clear focus on smart
metering and, then, at the level of PMU, DES and RES;
2. delivering a micro-contract oriented, blockchains-powered marketplace framework where
Utilities, prosumers and end-users will be able to interact in a lock-in free manner.
The introduction of the above objectives realized by the coordinated cooperation of the relevant
VNF and application-specific developments will allow the acceleration of the liberation of the
energy markets, also providing to Utilities the ability to unlock the potential of 5G-based real-time
monitoring and control that enables the two-way communication between utilities and customers,
generally referred to as AMI. The unlocking of the localized energy marketplaces combined with
the real-time monitoring of the AMI, will result in the emergence of the AMIaaS paradigm, depicted
in the following picture.

Figure 14 : Microgrid advanced energy and energy services market and operation with NRG-5
technologies

As per [25] and according to the above, the primary goal of the AMIaaS is to work in the direction
of shifting the energy related services to a more transactive oriented paradigm. In this paradigm,
energy services, like selling or buying, will be the result of instantaneous exchange of messages
(requests/replies) between the involved parties (Consumer, Producer, Prosumer, Aggregator,
DSO, Supplier). Through this dynamic process, the involved parties may come into an agreement
for selling/buying energy, represented by a micro-contract, effectively building the infrastructure for
the real-time controlling of the actual energy flows within the smart grid. We may picture this as
something similar to the control plane of data networks that dictates the way data are handled and
routed throughout the network.
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Further, AMIaaS will validate a decentralized, trusted lock-in free Plug & Play vision in metering
devices, improving already developed real time SMs (NORM) in a novel and scalable xMEC
architecture exploiting 5G communication. Metering functions and data will be implemented
overcoming utilities lock-in and guaranteeing an automatic communication network autoconfiguration, secure communication and multi-tenancy under geographically unbound mobility
scenarios.
The neighbourhood energy and energy services scenarios constitute a need to improve energy
efficiency (by increasing local self-consumption) and resilience (the neighbourhood is seen as a
microgrid, able to adapt and survive, even as stand-alone entity, in case of main system problems).
However, in order to be operational, the energy neighbourhood ecosystem needs technical and
commercial support to be able to work independently or to be low-dependant to the main grid. As
technical needs, such as energy balance in the microgrid, can be approached within the
transactive energy paradigm, a complete energy and energy services environment is needed for
each microgrid, with higher dynamics than in the main power system, due to more volatility within a
small system (high numbers, high mediation do not apply, stochastic energy production and low
inertia are also more difficult to be addressed in small systems). The use-case is providing such
local highly secure, high speed / low granularity transaction architecture, in order to provide the
appropriate platforms for managing neighbourhood/microgrid environments.
To enable the above and on top of the use case 1 requirements documented in [25], the AMIaaS
case can be split into two basic, independent views effectively implementing Dashboard-as-aService (DaaS) and Marketplace-as-a-Service (MaaS). Even though the core functionalities for
each of these views are based on the coordinated interworking of NRG-5 VNFs (particularly for
data gathering and identity validation) and are hence meant to serve location-sensitive purposes,
the following table summarizes the core functionalities required for the AMIaaS to achieve its
goals.
Functionality

Context

Description

Data gathering

Edge

Data concentration from smart meters, PMUs, DES and RES
installations.

Data forecasting

Regional

Forecasting services for the above.

Data visualization

Local

Visualization of the data from the data gathering and the forecasting
services.

Identity validation

Mixed

Validation of the identity of the data providers. The mixed location
context stems from the distributed nature of the vAAA
implementation.

Local
energy
marketplaces

Local

Deliver a MaaS platform allowing Utilities and prosumers to securely
trade their available energy capacity (be it electricity or flexibility) at a
local context.

Utility roaming

Mixed

Allow end-users to select their Utility at a Transaction Ahead Period
(TAP) level (see D1.1 for details) and support

Transparent billing

Mixed

Allow Utilities to safely and unambiguously process billing data
effectively supporting the Transaction Settlement Period (TSP)
period (see D1.1 for details).

Emergency
equipment control

Edge

Allow Utilities to take explicit control of certain AMI equipment at
emergency cases.
Table 5: Overview of functionalities of AMIaaS.
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Note that the second column referred to as (location) context may be either “edge”, “local”,
“regional” or “mixed” depending on the scale of addressed locations, edge referring to last mile
access (xMECbelongs here), local referring to DCs/cloud infrastructures serving requests from
multiple edge deployments and regional referring to DC/cloud infrastructures serving larger areas
such as countries or large country segments. The “mixed” context refers to hybrid deployments; for
example, a single vAAA instance may feature edge (xMEC), local or regional instances.
Figure 15 offers an overview of the NRG-5-based architecture that the application logic of AMIaaS
will implement, omitting the device identification and network establishment operations handled by
vTSD and vSON.

Local Grid
Monitoring Dashboards

Utilities

Micro-contracts
marketplace framework

Energy Prosumers
xMEC

vMCM

vRES

vDES

vPMU

vBCP/vAAA
vBCP/vAAA

Smart
Meters

RES

DES

PMU

Figure 15: The NRG-5 components involved in the AMIaaS use case.

Regarding the ability of Utilities to quickly graphically overview the status of the power grid, the use
case is simple; each of the Utility VNFs will gather data either directly from their physical
counterpart (e.g. Smart Meters for the vMCM case or RES SCADA systems for the vRES case
etc.) or indirectly via vMCM and will, in turn, perform the intended data manipulation operations as
documented in Section 4. Depending on the time criticality and delay tolerance of the data sets,
they can be either streamed to the blockchain infrastructure through vBCP or not (see D2.1 [24] for
details and discussion related to storing data in the blockchain). In any case, the data will be, then
forwarded to a microservices-oriented platform exposing DaaS capabilities, powered by Grafana
[26]combined by a no-SQL, timeseries-oriented database such as Prometheus [27] or InfluxDB
[28].To support big data analytics frameworks, a proper message bus featuring publish subscribe
protocols like Apache Kafka [29] or AMQP clusters will be also provided as a data integration
mechanism. Figure 16 offers a graphical overview of the technological approach that will be used
for the implementation of the DaaS. As per Figure 15, the AMIaaS providers are either vMCM or
vAAA. Note that the API server, the PubSub bus and the time series DB may be configured as
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clusters of relevant services (e.g. in the form of a Kafka cluster or a DB shard) to enforce security
from an availability and performance perspective.

AMIaaS
AMIaaS
Client
AMIaaS
Client
Provider

API
API
Server
API
Server
Server
Time Series DB
Time Series DB

Grafana Dashboards

PubSub
PubSub
Cluster
PubSub
Cluster
Bus

Figure 16: AMIaaS local grid monitoring dashboard technical overview.

As far as the Marketplace options offered by AMIaaS are concerned, the workflow is more complex
and is depicted in Figure 17 and Figure 18. As far as the process of publishing new energy offers is
concerned, a Utility1suppose that after overviewing the AMIaaS Dashboards they consider that
they should create a DR campaign setting the prices to a set of possible end-users. As a first step,
they get the list of possible clients as stored in the blockchain, after being authenticated/authorized
to do so. Next, they post the new offers to vBCP. Next, the vBCP hooks inform the marketplace
mechanisms about the registered contract options and inform the associated end-users.

1

We only refer to Utilities for reasons of simplicity, however, they could be replaced by generic prosumer
actors.
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Figure 17: Registering new price offers to the local Energy Marketplace.

A similar approach is followed by the end-users, when, after receiving the relevant notification; they
should trigger vBCP to get the list of available offers, then select one and register it as selected in
the blockchain as a signed micro-contract; when a selection has been registered, the vBCP hooks
will notify the Utilities about the newly signed micro-contract.
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Figure 18: Selecting new price offers to the local Energy Marketplace.

Despite the workflow being more complex than in the dashboard case, the technical framework of
the AMIaaS Marketplace is straightforward, being depicted in
vBCP
client of
Actor

vBCP

Marketplace
Instance

vAAA

Related Actors

Figure 19: AMIaaS local energy marketplace technical overview.

Regarding deployment, both the Dashboard and the Marketplace will be offered as complete,
integrated OpenStack QCOW2 images as well as Docker Compose and Kubernetes recipes so
that they can be instantiated on demand (as a Service); when installed as singleton QCOW2 or via
a Docker Compose script, everything will be installed integrated in a monolithic way (as different
components hosted in a single deployment environment) following a pseudo-microservicesoriented approach. In the case of the Kubernetes installation, the deployment should be
considered as a purely microservices-oriented one.

5.1.1 AMI based continuous power quality assessment system
The base system has three basic building blocks (i) the measurement hardware (PMC) which is an
implementation of NORM and is capable of supporting AMIaaS use cases (ii) the time series data
base (InfluxDB) for measurement collection and aggregation and (iii) data analytics and monitoring
platform (Grafana). The hardware is based on JSI developed PMC device which is a combination
of low level microcontroller based measurement board and higher-level application board capable
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of running Linux OS with various communication interfaces such as Ethernet, WiFi, LTE, etc. PMC
- Power Measurement and Control module: Is a comprised of dedicated hardware and software
components solutions to support the operation in trial environment and to enable various use
cases, (ii) a modular metering and control devices management platform binding, (iii)
monitoring/visualization module, (iv) distribution grid state estimation module, (v) advanced realtime analytics and short-term generation/consumption prediction module, and (vi) recommendation
and decision support module. PMC represents a functional prototype ready for demonstration in
operational environment. The deployment at JSI campus is aimed at monitoring of power quality,
control of individual loads and evaluation of energy management strategies for office and data
center environments. With respect to office environment, the aims are to quantify and minimize
standby power consumption, explore measures for personal energy footprint, and research
methods for individual’s presence and activity detection in particular related to non-intrusive load
monitoring and energy disaggregation. The deployment in data centre is on the other hand aimed
at the assessment of Power Usage Effectiveness (PUE) on the level of individual devices,
examination of weighted PUE measures that take into account CPU load and/or computing
platform type to perform specific tasks, and benchmarking to COTS power metering solution.
Figure 20 depicts a simplified version of the AMIaaS architecture depicted on Figure 16. In a
current working setup there is direct communication between AMI and InfluxDB although this could
be decupled as proposed in the architecture in Figure 16.

Figure 20: PMC based AMIaaS architecture of local data centre power quality monitoring

The AMI is composed out of three separate PMC devices packaged in a standard size server rack
box. Each PMC is a three-phase current and voltage measurement device combined 9
measurement channels per rack. Power quality measurement capabilities and parameters
calculated on PMC device:
•
•
•
•
•

Voltage RMS [V]
Current RMS [A]
Phase angle V-I [°]
Frequency [Hz]
Voltage THD+N [%]
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•
•
•
•
•
•
•
•
•
•
•
•
•

Current THD+N [%]
Active Power [kW]
Reactive Power [kVAR]
Apparent power [VA]
Power factor []
Active fundamental power [W]
Active harmonic power [W]
Forward Active Energy [Wh]
Reverse Active Energy [Wh]
Forward Reactive Energy [VARh]
Reverse Reactive Energy [VARh]
Apparent Energy [Wh]
Measured Temperature [°C]

Figure 21: Server rack with AMI at the bottom (left) and AMI close-up (right)

The application running on PMC reads the measurements from the serial port twice each second
and formats the JSON message which is pushed into InfluxDB over standard HTTP protocol. The
format of the message is the following:
{
measurement: pmc_data,
tags: { host: machine_id },
fields: data_array,
timestamp: 2018-08-29T13:06:56.611Z
}
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All PMC devices push data in the same database however each data stream is tagged with the
host ID this way we can differentiate between separate data streams. The field “fields” is a JSON
array containing all the measurement points previously discussed. In the end there is also a
timestamp for each measurement batch.
In a more advanced scenario it is possible to use publish subscribe protocol such as MQTT
between the AMI and InfluxDB and this way decupling the data pipeline from analytics. The
described approach is an example of an early working end-to-end prototype.
On top of InfluxDB we use Grafana installed on a Videk server (Figure 20) which we use for
monitoring and management of PMC nodes. Grafana is a powerful platform for time series data
analytics. It supports InfluxDB as a data source and graphical querying of data streams. Below we
can see depicted on Figure 22 an example of a query and the corresponding graph which brings
together all previously described system building blocks.

Figure 22: Active power graph and query

The graphical InfluxDB query collects phase 1 active power from pmc_data tagged with device id
16700204541000610088a000a0000045. The query result is depicted on the graph above. Since
these device measures power quality parameters of a server in the data centre the average active
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power is around 700 W. Selecting different power quality measurements would result in a different
graph i.e. power factor.

Figure 23: Power factor graph and query

We can see depicted on Figure 23 that power factor is ~1 since almost all consumed power is real
power and almost no reactive power in the case of server power supply. Drawing graphs is as
simple as changing the select field in the GUI. It is also possible to put multiple parameters in the
same graph and this way getting a deeper insight and uncover possible anomalies.

5.2 DDRaaS
The core objective of Dispatchable Demand Response is to keep the smart grid stable respect of
the integration of a huge number of distributed energy resources and renewables apparatus
(mostly solar and wind).
For this reason, the needs for real-time monitoring and control of the smart grid, along with utilities’
data security and privacy concerns substantiate the need for developing smart management
system distributed as an alternative to classical centralized schemes that can incorporate a huge
amount of data and quickly react to the instabilities that effect the smart grid due to the
unpredictable nature of renewables energies.
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The challenge that 5G technologies has to face is to support fast response and also to integrate
huge massive numbers of IoT devices that will sources of data needed for creation of tailored
actions for the demand side management.
It is useful to underscore that a better quantity and speed in the management of data is capable to
improve the forecasted information related to the renewable production and this can effect in a
positive way the quality of the forecast needed for keep the grid stable.
One possible way to better improve the stability performance of the smart grid is to rely on storage
technologies but we know that given that most of the times, storage is not available on-site, then
ultra-low (below 5ms) response from the energy operation centre through demand side
management is of vital importance for assure smart grid stability in short time by the balance
between production and consumption with proper curtailment and shifting of energy flexibility
(Demand Response). The enablement of large scale DDR requires extreme (for today’s standards)
communication requirements as metering and associated computational processes should be
performed at very high frequencies.
To tackle this challenges NRG5 has developed an approach based on management of energy
flexibility from different sources modelled either as VNFs (vDES, vESR, vRES) and real devices as
electric vehicles and charging stations, that is exploited through ad hoc service designed for this
project.
The notion “demand response” describes the fact that a prosumer, at a specific point in time,
reduces voluntarily and temporary its electricity consumption/production. Thus, he contributes to
the balance supply/demand of the electric system, and gets rewarded financially for this flexibility
from a stakeholder: for example, system operator.
The scope of DDR service is to use flexibility exploiting the low latency end to end provided by 5G
infrastructure to balance supply/demand. This balance can be done, depending on requirements,
both locally in the edge or orchestrated by a central operator.
The application logic has the following energy requirements:
•
•
•
•
•
•

It has to receive a simulated signal from utility for flexibility request.
It has to show the flexibility available in a certain time from vDES, vESR, vRES
It shall show the energy consumption and measurements from PMU
It should issue DR campaign for self-consumption
It should issue DR campaign for energy rerouting
It should monitor energy virtualized asset

5.2.1 Information flow
In this scenario we have a microgrid with a topology modelled by a graph. Each of the nodes of the
graph is occupied by energy VNFs both as a collection of vDES and vRES -mainly a PV and
second life batteries - and charging station. Each of these nodes could be seen as a source of
energy flexibility if the PV production is more than the batteries storage capabilities or a sink if the
opposite is true. The main objective could be try to move EVs to nullify values in each one of this
areas when an unbalance between demand and production appears see Figure 24
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Figure 24 Unbalance minimization between production and consumption

In this scenario the VNF named vESR receives a simulated signal from the utility DSO to put in
place the scenario for reduction unbalance through DDRaaS. The exchanging messages between
the two systems in order to send Flexibility Requests to the vESR and obtained Flexibility Profiles
from vESR consists of RESTful services. Once received this request the vESR has to manage the
flexibility offered by vDES and VRES handling the EVs charging plans under the form of available
flexibility.
Therefore, the focus is the activation of DR strategies to cover utility and vESR specific
requirements (DSO and vESR collaborate in order to provide grid stability using demand response
strategies). Starting from these use CASE specific functionalities were elicitated:
•

•

Request flexibility forecast
• DSO or utility asks for short and mid-term forecasting of demand flexibility about some
asset points in the network (these assets are associated to specific LV/MV points).
Towards this direction, the simulated DSO signal requests the vESR to obtain flexibility
related information (in turn vESR will retrieve information from the VNFs : VDES and
from PNFs related to electric vehicle charging plan).
Trigger flexibility request
• DSO can decide to exploit part of the available Demand flexibility in order to assure grid
stability. Practically it makes a request about an amount of energy modification for a
timeframe. This request will be forwarded to the VESR. VESR will proceed with some
actions in order to setup a DR offer and this one will be presented to the DSO using the
same path. Possible DSO’s acceptance will be forwarded to the vESR, so it can initiate
the optimal DR strategy. At the end of DR strategy implementation, a notification
message will inform both the actors of the amount of flexibility obtained.

To better understand the interactions among actors (and thus the components interfaces) the
following sequence diagram will be provided.
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Based on the description of functionalities, the relations between DSO, VESR, VDES AND VRES
could be better described, listing the extracted interfaces. These interfaces will be provided at a
high level of abstraction and more details will be given during the development phase of both
components.
Interface name

Provided by

Used by

Description

Response

getForecast(MV_LV_points)

Simulated

Utility
operator

To
retrieve
flexibility forecasts
from
vESR
framework

Forecasts related
to the assets of
the request

sendDRRequest(amount,
timeframe)

Simulated

vESR

To
request
an
amount of energy
modification

Request
set

setRequestOffer(request_id,offer)

vESR

Utility
operator

vESR offer related
to DSO’s request

Offer set/not set

sendReply(offer_ID, kind_of_reply)

Utility operator

vESR

To send a reply to
the VESR offer

Reply set/not set

setDRResult(DR_result)

vESR

Utility
operator

To send the status
of DR strategy (aposteriori
evaluation)

Result set/not set

SetFLEX(id_offer,
energy_available_time frame

VDES,VRES,VPMU

VESR

Energy and
available

Result set/not set

flex

set/not

It is useful to underline that in the real implementation a subset of this data could be simulated.
This simulation it won’t diminish the scopes of this scenario given the fact that main goal is to
demonstrate the minimization of unbalance (for example forecast on energy production where not
available will be simulated).

5.3 PMaaS
The Drones using the automatic mode with a pre-selected flight has to make periodic predefined
maintenance given a certain path pre-defined. In this periodic mission it can perform: process
alarm, intrusion, thickness measurement, landscape movements. In this first scenario it periodically
sends some information to the application logic on the central cloud but also offloading in the
XMEC the computation-intensive and data-intensive tasks. Application processing is partitioned in
different VNFs and these functions are connected and deployed also in the edge cloud.
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Figure 25 PMaaS

In case of an alert, the use of drones operating in manual mode or semi-automatic way should
allow for the incident localization, support of the active team on their activities. The drone is
directed in the area 1: the application platform has to create the service that send the drone in the
given point and have to perform some computation functionalities in the edge and report results to
the application logic in the central cloud.
In figure 26 we illustrate the case in which the area in which the EDGE 1 is in charge don’t have
the capability to process and realize video analysis. For this reason, we have to manage instantiate
the VNF for video analysis. In this case the application logic can instantiate in the second edge
cloud the requested VNFs and allow the accomplishment of the mission. This atomic case enabling
aerial Predictive Maintenance for utility infrastructures (UC2), is based on a combination of simpler
sub-use-cases and has the didactical purpose to illustrate how to exploit edge cloud capabilities.
To enable this UCs the following data analysis application functionalities, have to be put in place:
Functionality

Context

Description

Alerting services

LOCAL

The application logic shall show alert coming from xMEC and
drones.in case that the video processing analyser in the XMEC finds
some anomaly in the video analysis part, an alert is raised to warn
the central maintenance office to check the video/images. This alert
is showed on the application logic dashboard.

Drones survey

MIXED

the application logic shall have the possibility to direct the drone to a
given zone in the space to make analysis.

Storage service

MIXED

the application logic shall store the result of video analysis received
from vMPA for future queries from VNFs.

Remote login to
control the drone

LOCAL

the application logic shall have the possibility to control the drone
remotely connecting to the VDFC.

Figure 26 : PMaaS sequence diagram

The flow of information can be summarized as follow:
•
•

Hypothesis 1: the xMEC platform is co-located with the nodeB
Hypothesis 2: the drone moves (operates monitoring) in the coverage area of a single nodeB. This
is a very stringent constraint – in reality, drones would most likely move (operate monitoring) over
areas covered by more than one nodeBs, which would require coordination of VNFs (vDFC and
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•

•

vMPA could be re-located) in different xMECs. For the sake of simplicity we focus on a scenario
with one nodeB, which can later be extended to multiple nodeBs.
Hypothesis 3: the application logic can speak directly with the drone (i.e. to its on-board control)
over the 5G network (and viceversa)
List of the elements involved in the flow :
• drones
• nodeB with xMEC platform
• data centre with application logic and storage

Figure 27 : vMPA website screen
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Figure 28 : vDFC website screen

5.3.1 Information flow
The flow of the scenario can be explained in the following steps:
Step 1: The drone pilot/administrator needs to login to vDFC (authenticate) though the application
logic before it can communicate with the drone
Step 2: The application logic requests video analysis of a specific location by the drone
Step 3: The drone requests calculation of the trajectory to a specific VNF
Step 4: The drone requests navigation control from the vDFC
Step 5: The drone requests the video analysis from vMPA
Step 6: The drone receives reply from vMPA in the form of alarms (if any) based on the video
analysis
Step 7: The drone sends the reply (alarms, if any) to the application logic
Step 7.1: Drone automatically starts to circle over the location of the detected anomalies
from the video analysis
Step 7.2: Possible manual reactions to the alarm:
Step 7.2.1: Decide the alarm is false
Step 7.2.2: Perform smart grid reaction
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Step 7.2.3: Perform manual drone reaction (different than the automatic circling over
the specific location) from a remote site
Step 8: The results are stored in the application logic storage
Other VNFs that are involved are vAAA for the authentication, and vMME for providing the list of
drones in the area of nodeB to the vDFC. vTSD and vSON are also present (i.e. for drone
discovery and routing, which is direct or through other drones).
•

Relevant communication:
• Inside the Xmec platform (from VNF to VNF)
• Drone to Application logic (for commands and alarms)
• Between Xmec platform and drone (for videos and images and results of video analysis)
• Xmec platform to application logic (for live and archived videos and images)

Figure 29 : Information Flow
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5.4 KPI analysis
In this part, we will explain how we can address the KPOs thanks to 5G and specifically NRG5
solution.
In the table of this section about the KPOs analysis, explanation and references are provided to
underline and demonstrate that the NRG5 solution, based on 3GPP 5G and ETSI MEC platform
with extensions (i.e. Xmec [23] [29] [34] )can address the target KPOs as defined in D1.1 [29] for
the exemplary use-case for this Smart Energy family of services. Furthermore, when not
straightforward, comparison with existing technologies is made to highlight their limitations (i.e. not
able to address a give KPO).
Some preliminary considerations and clarifications are the followings:
-

-

-

-

-

As also stated in D1.1 [29] and D1.2 [23], 3 GPP 5G Release 15 can be considered as the
reference Release. It defines the Stand Alone radio access, called New Radio (NR) [ref
3GPP Release 15]. It is the stand alone radio access network not compatible with 4G as
Release 14, but as such, it provides a first fully fledged version of 5G, more performing than
Release 14. It is foreseen that on a mid-term, 5G networks will be more and more based on
Release 15 and the followings
Short Range communication technologies (e.g. zig-bee, Bluetooth) can be used (e.g. to
extend the network coverage and get backward compatibility with legacy and former
devices), as 5G allows for integration with other wireless technologies. But, they cannot
achieve the required KPOs alone, because of limitations in coverage (i.e. almost full
coverage is needed for smart grids and it is not likely that this will happen for any of them,
even in the long term), performance (e.g. throughput), mobility support, cost effectiveness,
range, etc.
WiFi is a very helpful technology for traffic off-loading from cellular systems (very cost
effective and having reached a mass market for decades, thanks to its former use in
WLANs). But, even If its coverage could be greatly extended, its limitations in quality
support, communication range, mobility support, preclude it from being a possible
alternative to 5G networks and cellular systems in general
Due to the above notes, 4G is the only possible option/alternative to 5G. therefore, both
comparison between 5G vs 4G, and MEC vs cloud computing support in the core only are
made, depending on the case, to underline and provide evidence of the benefits of NRG5
solution, considering both the benefits of 5G and xMEC. In principle, a MEC platform with
extensions can be also deployed in 4G networks. But, the flexibility in design options and
features of 5G system allows for a more efficient, consistent and easier implementation,
also because 5G networks are just at the start of their deployment phase with a freer
design, without constraints posed by an already existing infrastructure (whose investment
needs also to be recuperate in a given period of time). Basically, 5G decisively allows for
more innovation
Orthogonal to the selection of the cellular system generation and computing platforms,
additional technologies and advances are in any case beneficial, and to be leveraged as
also mentioned in WP1, WP2 and WP3 deliverables of the projects. The most relevant are:
Network Slicing, Network Softwarization (i.e. VNF-FG, SFC), SDN, Multi-RAT (Radio
Access Technologies) integration, cognitive radio, Heterogeneous Ultra Dense Networks
(H-UDNs), i.e. micro, pico, fempto cells of different technologies, Unmanned Arial Vehicles
(UAVs) systems (with possible integration with satellite technology). this does not mean
that all of them need to be leveraged at the same time in every scenario, but depending on
the case some of them can be put in place as needed, and actually more easily and flexibly
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in a 5G network). The deployed technologies for sure, as NFV and SDN, basics for NRG5
solution, are already described in WP1, WP2 and WP3 deliverables.
Based on the requirement definitions for UC1 (“Realizing decentralized, trusted lock-in free “Plug &
Play vision”) as specified in Deliverable 1.1, we can review the following requirements from the
Telco point of view that held also for the services to put in place:
No
1

Description
Device
density

Requirement
≥ 1000 (high)

2

Mobility

< 3km/h
(low/pedestrian)

3

Infrastructure

4
5

Traffic type
User data rate

6

Latency

7

Reliability

8

Availability

big number of small
cells (>10)
burst/periodic
50 ÷ 100 Mbps
(medium)

Comment
Supported by using 5G this requirement can be
satisfied [35] [36]
5G supports mobility of up to 500km/h [29], however,
it depends on the speed of the device and the
transmission rate (increasing the speed of the
device, decreases the transmission rate that can be
achieved); for this mobility threshold (<3km/h) the
supported throughout is of the order of 100s of Mbits
[35] [36]
5G supports micro, pico and femto cells (ultra dense
networks supported) for an efficient frequency
spatial reuse [35] [36] [37] [38]
5G supports both types of traffic [35] [39]
Check point 2 (mobility requirement)

The low latency od 1ms can be supported by 5G
direct communication between the smart meters and
1 ÷ 10 ms (low)
the xMEC, [40], [37], [41].The latency of 10ms on
the backhaul connection segment is supported by
5G [35], [39] but not by 4G [40], [42] [43]
Can be ensured by security, privacy, resilience, high
> 99 % (high)
availability, supported by vAAA, vBCP, cloud
benefits, SDN benefits and availability thanks to reallocation and redundancy of VMs in general [41]
[38] [44] [45] [46] [47]
Can be achieved by the use of benefits of a cloud
> 99 % (high)
platform in terms of HA (high availability) mode
enabled and VM re-allocation [41], [38] [44] [45] [46]
Table 6 : Telco requirements 1

Based on the requirement definitions for UC2: Enabling aerial Predictive Maintenance for utility
infrastructure as specified in Deliverable 1.1, we can review the following requirements from the
Telco point of view:

No

Description

Requirement

Comment

1

Device
density

<1000 (low)

2

Mobility

>50ms (high)

3

Infrastructure

macro cell
coverage

By using 5G this requirement can be satisfied [35],
[36]
5G supports mobility of up to 500km/h [35], however,
it depends on the speed of the device and the
transmission rate (increasing the speed of the
device, decreases the transmission rate that can be
achieved). With 4G there are limitations, especially
in the case of higher throughput requirements [40],
[42], [43]
5G supports macro cell coverage [35], [36], [39] [37]
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4
5

Traffic type
User data rate

6

Latency

7

Reliability

8

Availability

No
1
2

Description
Device
density
Mobility •

3

Infrastructure

4

Traffic type

5

User data rate

continuous/burst
100 ÷ 1000 Mbps
(≥ 1000 very high)

5G supports both types of traffic [35], [39]
Check point 2 (mobility requirement)

The low latency od 1ms can be supported by 5G
direct communication between the drone and the
xMEC, [40] , [41], [42] The latency of 10ms on the
backhaul connection segment is supported by 5G
[39] [35], while the 50ms latency can by supported
by both 5G and 4G [40], [41], [42],
Can be ensured by security, privacy, resilience, high
> 99 % (high)
availability, supported by vAAA, vBCP, cloud
benefits, SDN benefits and availability thanks to reallocation and redundancy of VMs in general [41]
[38] [44] [45] [46] [47]
Can be achieved by the use of benefits of a cloud
> 99 % (high)
platform in terms of HA (high availability) mode
enabled and VM re-allocation [41], [38], [44], [45]
[46]
Table 7 : Telco Requirements 2

1 ÷ 10 ms (alarms low); > 50ms
(video - high)

Requirement
1000 ÷ 10000
(medium)
>50 km/h (high/fast
moving vehicles)

Macro cell
coverage (low);
small amount of
small cells (<10)
continuous/eventdriven
<50 Mbps (low);
50 ÷ 100 Mbps
(medium)
1 ÷ 10 ms (low);
10 ÷ 50ms
(medium);
>50ms (high)

6

Latency

7

Reliability

> 99 % (high)

8

Availability

> 99 % (high)

Comment
5G can support up to 106 devices per km2 [35], [36]
5G supports mobility of up to 500km/h [35], however,
it depends on the speed of the EV and the
transmission rate (increasing the speed of the
device, decreases the transmission rate that can be
achieved); for this mobility threshold (>50km/h) the
supported throughout is of the order of several 10s
of Mbits [40], [42], [43]
5G supports macro, micro, pico and femto cells
(ultra dense networks supported) for wide coverage
and efficient frequency spatial reuse [35], [36], [39]
[37]
5G supports both types of traffic [35], [39]
Check point 2 (mobility requirement)
The low latency od 1ms can be supported by 5G
direct communication between the smart meters or
IEDs and the xMEC. The latency of 10ms on the
backhaul connection segment is supported by 5G
[35], [39] but not by 4G [40], [42], [43]. Latency of
over 50ms can by supported by both 5G and 4G
[40], [42], [43]
Can be ensured by security, privacy, resilience, high
availability, supported by vAAA, vBCP, cloud
benefits, SDN benefits and availability thanks to reallocation and redundancy of VMs in general [41]
[38] [44] [45] [46] [47]
Can be achieved by the use of benefits of a cloud
platform in terms of HA (high availability) mode
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enabled and VM re-allocation [41], [38], [44], [45]
[46]
Table 8 : Telco requirements 3

© The NRG-5 consortium partners, 2017-2018

52

H2020-ICT-07-2017: NRG-5
D3.2: NRG-5 Application logic framework

6 NS elasticity and placement
6.1.1 Introduction and motivation
While the end-user requirements from network services and overlying applications are typically
constant and usually governed by QoE metrics, the operational environment of these services is
highly variable, exhibiting severe heterogeneity in time and space. To tackle with these adverse,
rapidly changing operational conditions, the telco and IT industry came up with the idea of NFV, in
an attempt to leverage on services elasticity and mobility, effectively adopting the -successfulparadigm of cloud virtualization.
Time-related networking conditions variations emerge as a function of the end-users’ way of living;
intuitively, the aggregated demand for VNFs related to mobility (e.g. the vMME) is expected to be
lower during night than during rush hours (e.g. morning or afternoon). In turn, time variations result
in spatial variations since it is fairly common that people’s presence gets aggregated into special
places during day or night. Considering this discussion, time variations call for VNF/NS scaling at
local level, whereas space variations call for new VNF/NS placement and relocation. In this
section, the core NFV-optimization activities of NRG-5 are introduced, with a focus on VNF and NS
elasticity as well as optimal placement and relocation.

6.1.2 Architecture and positioning in the NRG-5 context
Architecturally, NRG-5 adopts the basic principles of 5G-PPP architecture guidelines as set by the
relevant EC 5G-PPP whitepapers, building upon typical NFV operational principles. In this sense
and as per Figure 17 of deliverable D1.2 [23], the NFV operations of NRG-5 are handled by a
domain specific Management and Network Orchestration (MANO, extending the 5G ETSI-MANO)
framework which Interacts with the NFV Orchestrator (NFVO), the Virtual Infrastructure Manager
(VIM) and the VNF Manager (VNFM). According to [23], the domain specific MANO of NRG-5 aims
at “integrating analytics in the OSS layer to address smart energy applications requirements and
optimal positioning and sizing of the utility specific VNFs”.
The domain specific MANO of the NRG-5 stack is the part of NRG-5 that caters for ensuring that
the smart energy applications requirements are met at all times, by properly walking through an
optimization path, governed by a MAPE-K control loop. The design principles of a MAPE-K loop
stem from the Monitor, Analyse, Plan, Execute (MAPE) autonomic compute architecture, which
was first introduced by IBM. In this regard, the NRG-5 DOMAIN SPECIFIC MANO consists of four
primary processing engines, namely the Monitoring Engine, the Analysis Engine, the Planning
Engine and the Execution Engine, which correspond to the functional modules of MAPE, as well as
a Publish/Subscribe Broker (PSB, implemented as an Apache Kafka [29] cluster), which deals with
the handling of asynchronous events and respective notifications, and, finally, a Knowledge Store,
which provides a persistent and flexible way for storing and retrieving data and information
elements. The PSB plays the role of the interconnection and communication interface between the
four primary processing engines. This type of data communication is marked as Physical flow in
Figure 30, as opposed to the Logical flow, which represents the control loop between the four
primary engines working together.
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Control at
metadata level

Control at multiple
domains level

Northbound Interface
Analysis
Engine

Planning
Engine

PSB

Knowledge
store
Monitoring
Engine

Execution
Engine

Southbound Interface

Physical Flow

Logical Flow

Figure 30: The NRG-5 domain specific MANO concept.

In the course of implementing the NRG-5 domain specific MANO, the main objectives of the
proposed MAPE-K component are:
•

•

•

•

To collect and store measurements related to the resources utilization of the NFV and
underlying VIMs, the network utilization and the compliance of the deployed NSs and smart
energy applications (XaaS) presented in the previous sections;
To homogenize these measurements and metrics using a common data model
irrespectively of the employed NFV/VIM technology and make them available to all services
that need them to coordinate their performance profiles;
To facilitate and accelerate NVF Infrastructures (NVFI) resource planning through proper
algorithmic representations of appropriate resource allocation schemes and policies, based
on the current and forecasted operational conditions at xMEC and global level;
To align with the functionality, architecture and service APIs of the ETSI OSM stack which
is, in turn, aligned with the ETSI VNF Information models.

As briefly presented in [23], the flow of the NRG-5 MAPE-K optimization follows a simple, feedback
loop as follows:
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Monitor

Execute

Analysis

Plan

Figure 31: The core MAPE-K optimization loop flow.

6.1.2.1 Monitoring Engine
The Monitoring Engine collects measurements from the various available resources (e.g.
resources of integrated NFVIs) and correlates them to identify events (e.g. lack or overprovisioning
of resources) that could require further attention and analysis. The collected data includes
information about managed resource configuration, status, offered capacity and
throughput/utilisation. Some of the data can be static or may change slowly, whereas other data is
dynamic, changing continuously through time. The Monitoring Engine aggregates, correlates and
filters these data until it determines a condition that needs further analysis.
The architectural overview of the monitoring part of the NRG-5 MAPE-K loop is shown in Figure
32. The Monitoring Engine is able to collect and process large amounts of data coming from the
available resources, and in many cases this needs to be done in a real time fashion. For each
integrated NFVI and/or MANO environment, a special mediation module is responsible to drive
metrics about the corresponding resources to the PSB. The specifications of each mediator
depend on the nature of the integrated environment and the used telemetry tools. For example, in
the case of OpenStack, the mediator (implemented as Python script) is responsible to transfer
metrics from Ceilometer2 to the PSB, as it is discussed in 0. Note that all collected metrics, as well
as metadata produced by the Monitoring Engine, are stored in the Knowledge Store which is
responsible to add persistency in the lifecycle management of the data and properly respond to
any future information access requests.

2

https://docs.openstack.org/ceilometer/
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Mediation Southbound Interface
Services
Enforcement
OSM
OPNFV OpenStack
Mediator Mediator Mediator

(VM ⇢ VNF Mapping)
Light
Pre-processing

PSB
Infrastructure
Monitoring

Other
Sources
(e.g. lower level
NRG-5 DS MANOs)

Figure 32: The Monitor part of the NRG-5 MAPE-K loop.

Apart from mediators, the Monitoring Engine orchestrates also a Light pre-processing Service that
processes all incoming data in the PSB in order to: i) filter metrics and identify events of interest, ii)
combine extracted information (from collected metrics) with platform-specific metadata about the
condition of the available resources and the instantiated Network Services (to accomplish this task
the Light pre-processing service needs to communicate with several platform-specific APIs and
services, e.g. OSM Northbound API3), iii) implement a uniform data model for the metrics delivered
to the Analysis Engine and external entities through NRG-5 Domain Specific Northbound Interface.
Table 9 summarizes the main attributes of the data model which is implemented by the Light preprocessing Service to unify metrics published in the PSB.
•

Attribute

•

Information

•

vim

•

Name, type and IP of the corresponding VIM

•

mano

•
•
•

VDU: profile of the resource in reference, including VDU identifier, flavour, image
identifier and status
VNF: identifier of VNF running on the resource in reference
NS: identifier of NS running on the resource in reference

•

Name, value, timestamp, and type of the specific metric as it is

•

metric

Table 9: Attributes of the data model implemented by the Light pre-processing service.

6.1.2.1.1 Monitoring OpenStack Environment
The logical flow of data monitoring in an OpenStack environment leverages on the relevant
telemetry service in order to monitor status of resources and collect data about utilisation, traffic
etc. All metrics which are collected by the Ceilometer are transferred to the OpenStack mediator
3

For instance, when monitoring values originate from the NFVI (e.g. OpenStack), the various mediation
services should coordinate with the overlying NFV-enabling technology (e.g. OSM) so that the reported
values are contextualized into VNF- and NS-oriented ones
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per (configurable at OpenStack service configuration level) fixed time interval. The relevant data
packets are encapsulated into UDP messages and are forwarded to an internal messaging system
(implemented in RabbitMQ). A MAPE-K client that has already subscribed for these messages
publishes them to the PSB of the MAPE-K loop. At the configuration level the interaction between
the Ceilometer and the OpenStack mediator is achieved by the pipeline mechanism provided by
the first that couples the two communicating ends as a source-sink pair4.
In the scope of NRG-5, the list of metrics which are collected by Ceilometer are summarized in
Table 105. Clearly, this subset can be updated according to the requirements imposed by the
deployed pre-processing & analysis services of the MAPE-K loop.
ID
1

Name
memory

Type
Gauge

Unit
MB

2

memory.usage

Gauge

MB

3

memory.resident

Gauge

MB

4
5
6

cpu
cpu_util
vcpus

Cumulative
Gauge
Gauge

nsec
%
vcpu

7
8
9
10
11
12

disk.read.requests.rate
disk.write.requests.rate
disk.read.bytes.rate
disk.write.bytes.rate
disk.latency
disk.capacity

Gauge
Gauge
Gauge
Gauge
Gauge
Gauge

Request/sec
Request/sec
B/sec
B/sec
msec
B

13

disk.allocation

Gauge

B

14

disk.usage

Gauge

B

15

network.incoming.bytes.rate

Gauge

B/sec

16

network.outgoing.bytes.rate

Gauge

B/sec

17

network.incoming.packets.rate

Gauge

Packet/sec

18

network.outgoing.packets.rate

Gauge

Packet/sec

19
20
21

perf.cache.references
perf.cache.misses
network.incoming.packets.drop

Gauge
Gauge
Cumulative

number
number
Packet

22

network.outgoing.packets.drop

Cumulative

Packet

23

network.incoming.packets.error

Cumulative

Packet

Description
Volume of RAM allocated to
the instance
Volume of RAM used by the
instance from the amount of
its allocated memory
Volume of RAM used by the
instance on the physical
machine
CPU time used
Average CPU utilisation
Number of virtual CPUs
allocated to the instance
Average rate of read requests
Average rate of write requests
Average rate of reads
Average rate of writes
Average disk latency
The amount of disk that the
instance can see
The amount of disk occupied
by the instance on the host
machine
The physical size in bytes of
the image container on the
host
Average rate of incoming
bytes
Average rate of outgoing
bytes
Average rate of incoming
packets
Average rate of outgoing
packets
the count of cache hits
the count of cache misses
Number of incoming dropped
packets
Number of outgoing dropped
packets
Number of incoming error
packets

4

https://docs.openstack.org/ceilometer/latest/admin/telemetry-data-pipelines.html
A complete list can be found in Ceilometer documentation, available in
https://docs.openstack.org/ceilometer/pike/admin/telemetry-measurements.html
5
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24
25
26

network.outgoing.packets.errorr

Cumulative

packet

Number of outgoing
packets
memory.swap.in
Cumulative
MB
Memory swap in
memory.swap.out
Cumulative
MB
Memory swap out
Table 10: Metrics collected in OpenStack environment.

error

An example of a JSON object as it is generated by Ceilometer and eventually is pushed into the
PSB is shown in Figure 33. The first attribute key (named as resource metadata) contains
information about the profile of the resource which is tracked, e.g. flavour, status etc., while the
attributes with “counter” as prefix contain the measured values (e.g. CPU time for the specific
example).
{
"resource_metadata": {
"name": "instance-00000021",
"os_type": "hvm",
"memory_mb": 4096,
"task_state": "",
"root_gb": 10,
"instance_host": "compute-t630-0",
"image": {
"id": "a46178eb-9f69-4e44-9058-c5eb5ded0aa3"
},
"status": "active",
"image_ref": "bc6a79ab-7e3e-414f-99a3-14d0820a79cd",
"state": "running",
"disk_gb": 120,
"ephemeral_gb": 0,
"cpu_number": 1,
"flavor": {
"name": "vAAA-flv",
"ram": 4096,
"id": "4dfde13a-46a8-46ee-ac24-fc97015f6b2e",
"vcpus": 4,
"disk": 120,
"swap": 0,
"ephemeral": 0
},
"vcpus": 1,
"instance_id": "1c34d47b-1d67-4063-981a-80ab4d9f4595",
"display_name": "Demo-1-vAAA-1",
"host": "0c78db68146531367cfa19e7704be48160e19093d94efd9662a3b442",
"architecture": "x86_64",
"image_ref_url": null,
"instance_type": "vAAA-flv"
},
"source": "openstack",
"monotonic_time": null,
"user_id": "78494ab40f5f45c8ad304fa6fd837210a",
"timestamp": "2018-05-12T12:55:41.195621",
"counter_type": "cumulative",
"project_id": "e0e9b0e12f784ae0ae93c1ffe05a7644",
"message_signature":
"0eb72d7a39a67da8230f7c91f743feace9f6d375e99d805bdde347ad93c6370b",
"counter_name": "cpu",
"counter_unit": "ns",
"counter_volume": 4948772895172,
"message_id": "c72153be-55e3-11e8-8893-fa163ed5ab5d",
"resource_id": "da6849d7-663f-4520-8ce0-78eaacb7213"
}

Figure 33: An example of a message produced by Ceilometer in OpenStack NFVI.

Upon the reception of the above JSON, the Light-processing Service filters it out and
communicates to the MANO Orchestrator (e.g. the OSM Service Orchestrator API) to bind
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Universal Unique Identifier (UUIDs) of instantiated NSs and VNFs that make use of the
corresponding resources. The view of the produced JSON object is show in Figure 34.
{
"vim": {
"type": "openstack",
"name": "openstack-queens"
},
"metric": {
"unit": "B/s",
"timestamp": "2018-09-29T15:51:16.092847",
"type": "gauge",
"name": "network.incoming.bytes.rate",
"value": 0.0
},
"mano": {
"vnf": {
"vnfd_id": "vaaa-vnf",
"id": "06503153-2fd6-4310-81bb-0319e476783b",
"short_name": "vaaa-vnf",
"name": "vaaa-vnf",
"vnfd_name": "vaaa-vnf"
},
"vdu": {
"ip_address": "10.9.0.9",
"status": "running",
"id": "1c34d47b-1d67-4063-981a-80ab4d9f4595",
"flavor": {
"id": "2b00d3cc-feb2-4094-87d8-b811f62ca237",
"vcpus": 4,
"disk": 120,
"ram": 4096,
"ephemeral": 0,
"name": "vAAA-flv",
"swap": 0
},
"mgmt-interface": null,
"image_id": "bc6a79ab-7e3e-414f-99a3-14d0820a79cd"
},
"ns": {
"nsd_id": "2db23707-a232-4966-9376-a3b8e6ff487f",
"nsd_name": "nrg5-ns-first-year-demo",
"id": "fa1cdac8-374a-459b-8209-9c4eed34daf5",
"name": "Demo"
}
}
}

Figure 34: An example of a message produced by the Light-processing Service.

6.1.2.2 Analysis Engine
The Analysis Engine provides the mechanisms to observe and analyse unwanted situations, so as
to determine if some change needs to be made. Indicatively, if the Analysis Engine determines that
the agreed SLA is not or cannot be guaranteed any longer, then it can enact a change. In many
cases, the Analysis Engine models complex behaviour, so it can employ prediction techniques,
such as time-series forecasting and machine learning. The Analysis Engine registers itself with
PSB, so as to receive metrics and events messages from the Monitoring Engine.
The Analysis Engine is developed in a way that supports the plug-in and plug-out of engines that
perform the analysis, supporting in this way, different analysis techniques or algorithms.
Additionally, it would be possible to operate, at the same time, different analysis engines, up to a
certain number, providing multi-dimensional results for the Planning Engine. For example, without
excluding other approaches, it would be possible to have:
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•

•
•

A Complex Event Processing analysis engine, that operates on real-time or near-real time
data, making an analysis on a sliding time window, without considering and special or
specific data mode or behavioural model;
A Big Data analysis engine, specialized to operate on large amounts of collected data;
A Machine Learning analysis engine, that operates on data considering specific data and
behavioural models, which allows the engine to make short to mid-term predictions.
Upper Level NRG-5
Domain Specific MANOs

PSB
Analysis plugins
Big Data
Analytics

CEP

Machine
Learning

PSB
Figure 35: High level architecture of the Analysis Engine.

If some kind of change is required, then the Analysis Engine generates a NS/VNF
resizing/(re)placement request and registers this event with PSB, to be subsequently consumed by
the Planning Engine. The generated request would, then, describe the modifications that the
Analysis Engine has determined as necessary or desirable in order to ensure SLA compliance in
all cases.
At this stage, NRG-5 has already developed an exemplary CEP Analysis plugin that considers the
availability of resources in the running VNF instances of OSM/OpenStack installations. The metrics
that are currently considered in order to derive whether a NS should be scaled or not are
presented in the following table.
Name

Condition for scaling out
Condition for scaling in
Rate of change > 10% 10
Rate of change < -10% 10
memory.usage
samples
samples
Rate of change > 10% 10
Rate of change < -10% 10
cpu_util
samples
samples
disk.latency
> 20msec
N/A
disk.capacity
disk.usage/disk.capacity > 0.8
N/A
network.incoming.packets.drop
network.incoming.packets.drop
N/A
/dt > 10/s
network.outgoing.packets.drop/dt
network.outgoing.packets.drop
N/A
< 10/s
Table 11: Metrics considered in the NRG-5.

Currently, when a request for scaling out a NS is issued, the native OSM mechanism is invoked,
namely the NS gets re-deployed according to the scaling group already defined at NS definition
and instantiation. IT should be noted that at the time bing, OSM scaling implies NS deletion and reinstantiation.
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6.1.2.3 Planning Engine
The Planning Engine, retrieving from the Analysis Engine requests related to NS/VNF
scaling/(re)placement, generates or selects a procedure to enact a desired alteration in the current
system configuration. The Planning Engine can take on many forms, ranging from a single
command to a more complex workflow. Depending on the current state of the SLAs and other
information related to the state of the system available at the Knowledge Store (e.g. historical
data), the Planning Engine generates the appropriate system configuration (at NS/VNF level)
change plan, which represents a desired set of changes for the underlying NVFI resources and
logically passes this plan to Execute Engine. In the context of hierarchical NRG-5 Domain Specific
MANO architectures, higher-level Planning Engines will be able to also interface lower-level
Execution Engines, as detailed in the following paragraph.
6.1.2.4 Execution Engine
The Execution Engine provides the interfacing mechanisms to schedule and perform the
necessary changes to the underlying NFVI resources. Once a resources alteration plan is
generated by the Planning Engine, the Execution Engine carries out the procedure by
implementing a series of NFV/NFVI platform-specific actions, translated via a set of properly
defined mediators that undertake the de-homogenization of the NRG-5 Domain Specific MANO
data model, as depicted in Figure 36.
Planning
Engine

Upper Level NRG-5
Domain Specific MANOs
Planning Engine

PSB

PSB

Execution Engine of
lower-level NRG-5
Domain Specific MANOs
Mediation Southbound Interface
de-homogenization
Services
Figure 36: High-level architecture of the Execution Engine.

It is worth noting that in the context of supporting hierarchical optimization control loops, the
Execution Engine will be able to support commands from higher-level NRG-5 Domain Specific
MANOs via a definite southbound-northbound interface, allowing the higher-level Planning Engines
to issue execution requests to lower-level Execution Engines.

6.1.3 Optimal, elastic VNF chaining
Cloud-native architectures are largely based on the notion of microservices, at lease from an
architectural perspective. In general, micro-services architectures comprise small autonomous
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services accounting for single-responsibility services that interwork with other similar services.
Normally, the services are loosely-coupled and accessible via APIs (e.g. RESTful or Publish
Subscribe). The benefits from micro-services architectures are generally summarized as:
•
•
•
•
•

Faster technology adoption through the on-the-fly exchange of components with others
granted that the communication specifications are respected;
Greater reliability since most of the times multiple instances of the same services are
available under a cluster structure;
Enhanced collaboration since API communications cancel technology lock-ins;
Faster and safer failover and recovery operations;
More robust service monitoring.

Usually, NFV-based NSs are built as chains of components that are either clustered or behind a
load balancer entity (LB) so that clustering is implicitly achieved. In an attempt to achieve elasticity
without having to re-instantiate the running NS, a virtual LB (vLB) chaining architecture has been
defined as in Figure 37.

LB

LB
vBCP

LB

vAAA
vAAA
vMCM

Figure 37: Example of a LB-based architecture allowing for VNF/NS resizing.

A micro-services oriented architecture is adopted, where each VNF is deployed behind a vLB so
that new VNF instances may be added beside existing ones (in the case of horizontal scaling) to
share the load without having to stop the service operations. The vLB implementation is simple,
simply residing in maintaining the operation of a local load balancing service (Nginx [30]) and a
management service that tunes the LB configuration when new instances appear in the same
network. This management service:
•
•

maintains a service registry cache DB that handles the knowledge of presence of the VNF
instances;
maintains a websocket connection that overhears the network for broadcast VNF
registration and health messages.

All VNFs that would need to be behind the vLB, should be equipped with a lightweight vLB client
that when initiated (normally at VNF boot up) broadcast messages to their attached network to
advertise their presence (see Figure 38; the small blue squares indicate the vLB clients residing in
the VNFs). The management service of the vLB handles these messages and registers the VNFs
in the service registry so that data flows may be directed towards the newly launched VNF. At the
same time, the vLB lightweight client sends to the websocket connection maintained by the vLB
health-check messages, so that continuity of presence and constant knowledge of the VNFs state
is achieved.
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C

VFN

C

VFN

LB

Figure 38: The vLB VNF of NRG-5 elastically supporting generic VNF instances.

Normally, health-check messages are sent every second from the VNFs to the vLB management
service. Notably, when a VNF has not sent (thought its vLB client) health-check messages for a
predefined (but configurable) number of seconds, the vLB considers the VNF instance as failing
and removes it from its service registry. Under this perspective, the unavailability of a service
holding N VNFs (as a result of horizontal scaling) that considers a VNF failing after absence of
messages for 10 seconds would only affect the 1/N requests sent to this VNF cluster and for only
10 seconds. According to the discussion above, the implementation of the vLB implements the
micro-services oriented design patterns presented in Table 12.
Design Pattern
Service Registry

Context
Clients of a service use either
Client-side discovery or Server-side
discovery to determine the location
of a service instance to which to
send requests.

Client-side
service discovery

Services typically need to call one
another. However, typical microservices oriented architectures runs
in a virtualized environment where
the number of instances of a
service and their locations changes
dynamically.

Health Check API

Result
Each instance of a service exposes a remote
API such as HTTP/REST, or Thrift etc. at a
particular location (host and port). The number
of services instances and their locations
changes dynamically. VNFs are usually
assigned a dynamic IP address, depending on
the NS configuration.
Each instance of a service exposes a remote
API such as HTTP/REST etc. at a particular
location (host and port). The number of
services instances and their locations changes
dynamically. VNFs are usually assigned a
dynamic IP address, depending on the NS
configuration. The number of services
instances might vary dynamically.
An alert should be generated when a service
instance fails. Requests should be routed to
working service instances.

Sometimes a service instance can
be incapable of handling requests
or has been deleted (e.g. due to a
downscaling request). When this
occurs, the monitoring system
should generate an alert. Also, the
load balancer or service registry
should not route requests to the
failed service instance.
Table 12: The design patterns applied in the case of the proposed vLB architecture.

Further information on the specification of the vLB VNF and the associated clients will be provided
in deliverable D3.3 entitled “VNF lifecycle management”.

6.1.4 Services placement
Service placement determines which NFVI should host each VNF of an instantiated Network
Service (NS). This can run at various timescales, including initial NS deployment and “on the fly”
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reconfiguration and update of NS deployment to anticipate demand change and improve overall
performance of the system. In NRG-5, initial NS placement is determined by the Service placement
API, as shown in Figure 39.

Analysis
Engine
Monitoring
Engine

Knowledge
store

API

Figure 39: Services placement API high-level overview.

The Service Placement API is the entity where each smart energy application makes a request for
the instantiation of a new NS. Upon such a reception, the Service placement API communicates to
the domain specific MANO (e.g. OSM in Figure 39) to explore different alternatives in placement
on the basis of the current state of the various integrated PoPs (e.g. availability of resources,
capacity of resources etc.). To determine the placement, the Service placement API also retrieves
information from the Knowledge Store of the MAPE-K loop accessing critical monitoring data,
events and pending planning commands for the near-future. By processing this information, the
Service placement API predicts how SLA evolution of the new, but also the already instantiated
NSs, may be affected by the new placement and it makes the optimal placement decision which,
finally, is announced to the domain specific MANO.

Figure 40: OSM working under multi-POP operation.

Further information on the detailed design and the implementation of the services placement API
will be provided in deliverable D3.3 entitled “VNF lifecycle management”.
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7 Conclusion
This deliverable has presented a detailed description of four energy VNFs (vDES, vRES vESR,
vPMU) and two drone VNFs (vMPA, vDFC) developed by the NRG-5 project representing the
overall energy domain utility VNFs. It has also provided a description of the application logic in
charge to handle the three services: AMIaaS, PMaaS, DDRaaS.
The VNFs presented here form part of the NRG-5 architecture previously provided in deliverable
D1.2. Their design builds on existing ETSI NFV ISG Virtualisation concepts. The aim of NRG-5 is
to extend the NFV architecture developed by ETSI by creating a series of new generic and energy
vertical specific VNFs. The generic, network-related VNFs presented here support that aim.
The specification and delivery of the utility VNFs by NRG-5 is
continuing the development of the VNFs presented here, and
the wider NRG-5 architecture and testing their application on
D3.3 (due end may 2019) will provide the final iteration of the
the link between application logic and orchestration framework.

an iterative process. The project is
it is evaluating their use as part of
the NRG-5 use cases. Deliverable
specifications of all VNFs and also
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8 Abbreviations

Acronym

Explanation

3GPP

3rd Generation Partnership Project (standardisation body)

4G

4th Generation of Mobile Communications

5G

5th Generation of Mobile Communications

5G-PPP

5th Generation-Public Private Partnership

AAA

Authentication, Authorisation and Accounting

ADN

Active Distribution Network

AMI

Advanced Metering Infrastructure

AMIaaS

Advanced Metering Infrastructure as a Service

AN

Access network

API

Application Programming Interface

CA

Consortium Agreement

CAP

Common Alerting Protocol

CAPEX

Capital Expenditure

CC

Cloud Computing

CI-SLA

Critical Infrastructures Service Level Agreements

CKAN

Comprehensive Knowledge Archive Network

CN

Core Network

COTS

Commercial off the shelf

CP

Control Plane

C-RAN

Cloud Radio Access Network

D2D

Device to Device
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DA-RAN

Disaggregated-Radio Access Network

DC

Data Centre

DDRaaS

Dispatchable Demand Response as a Service

DER

Distributed Energy Resources

DoW

Description of Work

DSO

Distribution System Operator

E2E

End-to-End

EC

European Commission

EEML

Extended Environments Markup Language

EMS

Element Management System

ENI

Experiential Networked INTELligence

EuCNC

European Conference on Networks and Communications

EV

Electric Vehicle

EVE

Evolution and Ecosystem

FB

Facebook

FG

Forwarding Graph

FI

Future Internet

GA

Grant Agreement

GS

Group Specification

H2020

Horizon 2020

HSS

Home Subscriber Service

HV

High Voltage

HW

Hardware

ICC

International Conference on Communications

ICT

Information and Communications Technology
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IETF

Internet Engineering Task Force

IMT

International Mobile Communications

IoT

Internet of Things

IP

Internet Protocol

IPR

Intellectual Property Right

IPSec

Internet Protocol Security

ISG

Industry Standardization Group

ISP

Internet Service Provider

IT

Information Technology

ITU

International Telecommunication Union

KPI

Key Performance Indicator

LTE

Long Term Evolution

LV

Low Voltage

M2M

Machine to Machine

MANO

Management and Orchestration

MCM

Machine Cloud Machine

MCPTT

Mission Critical Push To Talk

MEC

Mobile Edge Computing/ Multi-access Edge Computing

mMTC

Massive MTC

MTC

Machine Type Communications

MV

Medium Voltage

MVNO

Mobile Virtual Network Operator

N/A

not applicable

NAN

neighborhood area network

NAT

Name Address Translation
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NB-IOT

Narrow-Band Internet-of-Things

NFV

Network Function Virtualization

NGIN

Next Generation Intelligent Networks

NGMN

Next Generation Mobile Networks

NORM

New-generation Open Real-time Smart Meter

NS

Network service

NSO

Network Service Orchestrator

OBD

On Board Device

ONF

Open Networking Foundation

OPEX

Operational Expenditure

PaaS

Platform-as-a-Service

PCF

Policy Control Function

PKI

Public Key Infrastructure

PLMN

Public Land Mobile Network

PMaaS

Predictive Maintenance as a Service

PMR

Private Mobile Radio

PMU

Phasor Measurement Unit

PUF

Physically Unclonable Function

PV

Photo Voltaic

QoE

Quality of Experience

QoS

Quality of Service

RAN

Radio Access Network

RES

Renewable Energy Sources

RIA

Research and Innovation Action

RO

Resource Orchestrator
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RQL

Resource Query Language

RRM

Radio Resources Management

SCPC

Single Channel Per Carrier

SD

Software-Defined

SDN

Software-Defined Networking

SD-RAN

Software-Defined Radio Access Network

SM

Smart Meter

SMF

Security Monitoring Framework

SON

Self-Organising Network

SOSP

Symposium on Operating Systems Principles

SW

Software

TBD, tbd

to be defined

TSG

Technical Specification Group

UE

User Equipment

UP

User Plan

UPF

User Plane Function

UUID

Universally Unique Identifier

vAMI

Virtual Advance Metering Infrastructure

vBCP

virtual Blockchains Processing

vDFC

virtual Drones Flight Control

vESR

virtual Electricity Substation & Rerouting

VIM

Virtual Infrastructure Manager

VM

Virtual Machine

vMCM

virtual Machine-Cloud-Machine

vMME

virtual Mobility Management Entity
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vMPA

virtual Media Processing & Analysis

VNF

Virtualized Network Function

VNFD

VNF Descriptors

VNO

Virtual Network Operator

VoIP

Voice over Internet Protocol

vDES

virtual Distributed Energy Storage

vPMU

virtual Phasor Measurement Unit

vRES

virtual Renewable Energy Sources

vSON

virtual Self-Organizing Networks

VTC

Vehicular Technology Conference

vTSD

virtual Terminals Self-Discovery

VTU

Video Transcoding Unit

XaaS

Platform or Infrastructure as-a-Service

xMBB

Massive broadband

xMEC

extended Mobile Edge Computing
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